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Agenda

Introducao a Processo de
Seguranca Funcional hardware

smmmd Processo de software

Normas técnicas O que a Microchip Produtos Microchip

e IEC 61508 oferece para com suporte FuSa
e IEC 60730 suportar projetos e AVRSD
* 150 26262 com requisitos FuSa?
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= Menu Q, Buscar Valﬁl' Empresas

Montadora faz ‘recall de 955 mil
veliculos no mundo por risco de

software afetar camera de ré

Montadora afirmou nao ter conhecimento de acidentes ou feridos relacionados ao “recall”

Por David Shepardson, Em Reuters — Washington @ ® @
REUTERS 17/08/2026 14h04 - Amalizado hi 16 horas
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— C LesOes ou danos a pessoas )

SEGURANCA . . .
> — ( Danos a equipamentos ou ao meio ambiente )

FUNCIONAL

— ( Operacao insegura ou perda de controle )
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. ( Prevenir falhas perigosas )

SEGURANCA

FUNCIONAL Detectar falhas precocemente )

— C Mudar para um estado seguro. )

@ MICROCHIP



condi¢do anormal discrepancia entre

que pode levar um valor calculado ou medido de desempenhar uma funcio
um elemento ou item e o valor real

a falha

incapacidade de um elemento

conforme exigido

@ MICROCHIP
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Aleatérias Sistematicas E perigosa?
Sim! Nao
A8\ MicrocHP
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Falhas Sistematicas

Falhas Aleatorias

Falhas em componentes Problemas de projeto/processo
eFalhas em sensores
eFalhas em CPU ou meméria
eFalhas na fonte de alimentagdo
eFalhas em relés ou chaves

eRequisitos incorretos

*Erros de software ou de projeto
eAndlise de perigos incompleta

eVerificagdo insuficiente

Mitigadas por meio de:

Mitigadas por meio de:

FMEDA e Testes,
Diagnéstico Redundancia Projeto com slise d Revisdes de Revisdes de Padrdes de rastreabilidade e
lagnostic u a estado seguro an-a 's_e, e requisitos projeto codificagao controle de
confiabilidade alteragdes

HARDWARE SOFTWARE

@ MICROCHIP



Processo de Hardware
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Analise de Hardware

* Andlise Dedutiva — *Top-Down*

* Altamente recomendada —
ASILC, D

« Andlise de Arvore de Falhas (FTA)

e Andlise Indutiva — *Bottom-Up*

* Altamente recomendada —
ASILA,B,C, D
* Analise de Modos de Falha, Efeitos e
Diagnostico (FMEDA)

© 2026 Microchip Technology Inc. and its subsidiaries
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FTA — Analise dedutiva - Exemplo

0

Ul MCU §R1
R2

A OUT1 [ M E}Q1

R4

< AN o > IN_ADCI R5
IN ADC2 MV

R7 V1

. R6 |C1 C2 C3
Termistor ‘g\ — = § T ; Valvula

Meta de seguranca:
A valvula V1 nao deve ser alimentada por mais de 100 ms quando a temperatura estiver acima de 100°C.

» A8\ MicrocHIP



FTA — Analise dedutiva - Exemplo

Valvula ACIONADA enquanto a temperatura > 100°C

Q1 ACIONADO inapropriadamente

MCU aciona Q1 inapropriadamente

Q1 em curto

Erro no sensor de temperatura

Erro na MCU

R6 aberto/valor alterado

Pino OUT1 em curto

R3 em curto

Pino IN_ADC1 em curto

R4 aberto

12
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Arquiteturas de redundancia

. . .. . Seguran¢a Disponibilidade
FOBIEA € CISRar0 (PFD) (falso trip) i

- . . baixa robuste
lool 1 o Unico canal decide baixa X ustez 0

(sem redundancia)

menor
1002 2 I 1 2di I . , . - 1
oo SPEIRIER & CS A CIHETE alta (mais suscetivel a trip espurio)

2002 2 0s 2 precisam concordar menor alta 0
2003 3 2 dos 3 concordam alta alta 1
ﬁ\ MICROCHIP
© 2026 Microchip Technology Inc. and its subsidiaries



FMEDA - Analise indutiva - Exemplo

Ul MCU §R1
R2
A OUT1 [ M E}Q1
R4
< AN o > IN_ADCI R5
IN ADC2 MV
R7 V1
. R6 |C1 C2 C3
Termistor ‘g\ — = § T §Vélvula

Meta de seguranca:
A valvula V1 nao deve ser alimentada por mais de 100 ms quando a temperatura estiver acima de 100°C.

y A8\ MicrocHIP



FMEDA do sistema

Latent MPF FIT

Failure Mode
Coverage
(Latent)

Safety
Mechanism

Can Violate SG
with Another
Fault?

Residual or
Single-Point FIT

Failure Mode
Coverage

Safety
Mechanism

Potential to
Violate SG?

Distribution

Failure Mode

Safety Related?

Component

no
no

10%

90%
90%
10%

open
short
open

none 0% 1.8

yes
no

short
open

yes

R2

SM1 90% 0.25 yes SM1 80% 0.45

no
yes
no
no

50%
short 50%

open

yes

Q1

80%
20%

short
open

Vi

20% no
no

80%

short
open

C3

no
10% no

90%

short

R7

@ MICROCHIP
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FMEDA do sistema

Latent MPF FIT &

Failure Mode
Coverage
(Latent)

0%

Safety
Mechanism

none

Can Violate SG
with Another
Fault?

yes

Residual or
Single-Point FIT

Failure Mode
Coverage

Safety
Mechanism

Potential to
Violate SG?

no
no

10%

90%
50%
50%

Distribution

open
short
all
a

Failure Mode

Safety Related?

yes

Component

R5

WDT 90% 5

yes
no

100 vyes
131

Ul

2.25

Total

10.85

Total

Single-point fault: 10.85 FIT

Latent fault: 2.25 FIT

131 FIT

Total failure rate:

@ MICROCHIP

15 FIT

Total safety-related: 116 FIT

Total non-safety:
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Ciclo de vida de projeto com FuSa

X
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o
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6-5 Initiation of Product Development at the Software Level

4-6 Technical Safety Concept

System and Item Verification

4-8 System and Item

4-7 System Architectural
Design

\
\, Design Phase
o Verification

Test Phase
Verification

6-6 Specification of software

Integration and Verification

Software Testing

Safety Requirements

Test Phase

', Design Phase

\, Verification
A
\
\
3

6-11 Testing of the Embedded
Software

Verification

6-7 Software Archite:
Design

4
)
o
®
S
S
ey
o

Left-side V:
Verification

1

2
w. []]
®© @,
> <
B Q
= &
(v} Y ©
® &
Software Verification L
ctural \ 6-10 Software Integration and S
Test Phase Verification Q‘b
F= . o]
Verification &

', Design Phase
', Verification

ISO 26262-6: Figure 2

Right-side V:
Verification

performed
by analysis

3 Imple
and reviews i

6-8 Software Unit Design and \

6-9 Software Unit Verification

performed by
testing and
simulation

mentation V
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Desenvolvimento

do
FIRMWARE

Rastreabilidade de requisitos
Padroes de codificacao

Analise estatica

Revisao por pares

Testes unitarios

Testes de integracao
Qualificacao de ferramentas
Gerenciamento de configuracao
Controle de alteracdes

@ MICROCHIP



perforce perforce

«Z Klocwork <7 QAC

Static Analysis

Perforce Static Analysis

For Safe, Secure, High-Quality
Code. Faster.

Static analysis identifies defects, vulnerabilities, and compliance
issues as you code. It finds issues that are often missed by other tools
and methods, such as compilers and manual code reviews. With
static analysis, you can fix coding issues earlier — lowering overall

costs and enabling you to deliver a quality product on time.

« Improve Software Quality
e«  Comply with Coding Standards
* Code with Confidence

e Reduce Technical Debt

https://www.perforce.com/
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Fornos industriais

EN 50129
IEC 61513 Ferrovias EN 50156
Usinas Nucleares - .

ISO 26262

Veiculos

IEC 60730

Eletrodomeésticos

DO-178 IEC 62061 IEC 60601
Aviagao e Equipamentos Médicos

@ MICROCHIP
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FuSa Specifications for Industrial Automation

IEC 61508
Functional Safety —
Basic Standard

Machinery Specifications

IEC 62061

IEC61784-3
Functional Safety
Communication
Profiles

—

®| Functional Safety [e=———

for machinery

ISO 13849
Safety related
parts of machinery

i

t

IEC 60204-1
Safety of

[

IEC61158

IEC61784
Fieldbus for
industrial control

=
|
|
|
;
|
I
|
|
|
f
|
|
|
|
I
|
|
|

electrical
equipment

ISO 12100
General principles
—risk assessment

and reduction

IEC 61326-3-1
IEC 61000-6-7
EMC: Immunity for

Industrial Functional Safety

L J

Product Standards
.. fL'iC fi:ﬁﬁian IEC 61131-6 15010218-1 IEC 61800-5-2
y Safety for PLC Safety for robots Safety for drives

presence detection
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IEC 61508
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IEC 61508 — a norma “mae” da Seguranca Funcional

IEC

INTERNATIONAL
STANDARD

NORME

BASIC SAFETY PUBLICATION
PUBLICATION FONDAMENTALE DE SECURITE

-~ cAENS A
IEC 61508-1

Eciion 2.0 2010-04

safety of
systems -
Part 1: General requirements

Sécurité fonctionnelle des systémes

ic safety-related

programmables relatifs & la sécurité —
Partie 1: Exigences générales

. Cost
Part Title Status Scope Summary Pages (CHF)
IEC 61508-1 | General requirements | Normative | Defines the overall safety lifecycle, functional safety management,
and the framework for Safety Integrity Levels (SILs). It contains the
master requirements that govern all other parts. 127 $380
IEC 61508-2 | Requirements for E/E/PE | Normative Specifies the requirements for designing and managing safety-
safety-related systems related hardware, including architectural constraints and
probabilistic analysis to control random hardware failures. 187 $405
IEC 61508-3 | Software requirements | Normative Details the requirements for the software safety lifecycle, from
specification through design, coding, and testing, to control
systematic failures in software. 234 $405
IEC 61508-4 Definitions and Normative | Provides the official definitions for terms and abbreviations used
abbreviations throughout the standard, ensuring a common vocabulary. 68 $260
IEC 61508-5 | Examples of methods for | Informative | Offers guidance and examples of different methodologies (e.g., risk
the determination of graphs, LOPA) that can be used to determine the required SIL for a
safety integrity levels safety function. 97 $295
IEC 61508-6 Guidelines on the Informative |Provides practical guidance, particularly on quantitative analysis and
application of IEC 61508-2 the application of the hardware and software requirements from
and IEC 61508-3 Parts 2 and 3.
237 $405
IEC 61508-7 | Overview of techniques |Informative | Describes a wide range of techniques and measures referenced in
and measures Parts 2 and 3, explaining their purpose and providing guidance on
their application for fault control and avoidance. 296 $430
1246 $2,580

@ MICROCHIP




IEC 61508 — CICLO DE VIDA

l

2 | Overall scope definition

l

3

Hazard & risk analysis

l

4 | Overall safety requirements

l

5

Safety requirements allocation

T

i

© 2026 Microchip Technology Inc. and its subsidiaries

Overall planning of: Realisation of:

6 7 8 9 10 1"
Operation & Safaty Inxtaafion g iZ':’JZ ou;'rol?ym Ex:;w
Munisaarics | -Vallition. | cominescntg EEFES related reduction

systems fadilities
12 Overal installation |
and commissioning |
_b| 13 Overal safety validation |
Overall operation, Overall
—’| " | maintenance and repair I_’ 15 m‘gg
| 16 Decommissioning or disposal |
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IEC 61508 — CICLO DE VIDA

(3] o |

l

| 2 | Overall scope definition |
’ L3
Analise 1

: | 3 | Hazard & risk analysis |

l

| 4 | Overall safety requirements |

l

| 5 Safety requirements allocation |
S —— _|_
—_—
: ]
L ~
Realiza¢ao e — -
- 6 7 8 9 10 1"
Qperation & Safoty Instalation and — 0“;";;"'- Extrmal
Maintenance validation commissioning s taid R
systems fadilities
—
e
12 | Overal installation |
and commissioning |
Operagc3 :
peragao e -

Overal safety validation |

° ro ~ _<
modificacao I _

l

Decommissioning of disposal |

16
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Baixo risco

Alto risco

* Meétrica de desempenho que indica o grau de reducao de risco

oferecido por um sistema de Seguranca Funcional.

* Ele quantifica a probabilidade de um sistema falhar

. em executar sua funcao de protecao.

Modo de Baixa Modo de Alta Demanda ou Fator de Reducao
Demanda Continuo de Risco
(PFDavg) (PFH por hora) (RRF)
SiL1 >=102%a<10? >=10%a<10?® 10 a 10
SIL2 >=10%a<107? >=107a<10° 10%a10°
SIL3 >=10%a<107° >=10%a< 107 10%a 10*
SiL4 >=10°a<10* >=10%a<10® 10%*a10°

© 2026 Microchip Technology Inc. and its subsidiaries

Métodos de

Determinacao:

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| l
|+ HAZOP |
| |
| |
i + LOPA i
| |
| |
e FMEA !
| |
| |
|+ FMEDA |
l |
i+ FTA |

@ MICROCHIP



SIL — Safety Integrity Level

Matriz de risco

Probabilidade
Frequente| Provavel | Ocasional Rara Improvavel
Severidade E D C B A
Catastrofica |IVQENEVERGERNENE SIL3 SIL 2
Critica [} Inaceitave SIL 3 SIL 2 SIL1
Marginal |Ill|  SIL3 SIL3 SIL 2 SIL 1 Risco
aceitavel
Insignificante | | SIL 2 SIL1 RI.SC,O RI.SC,O RI.SC,O
aceitavel aceitavel aceitavel

@ MICROCHIP



Como determinar o SIL de um sistema elétrico/eletronico

Duas fases: a andlise de risco define o SIL necessdrio; o projeto e sua verificagéio comprovam o SIL alcan¢ado.

SIL NECESSARIO - analise de risco

Definir a funcdo de seguranga

Escopo, evento perigoso e fronteiras do sistema (sensor - légica = atuador).

Analisar perigos e riscos

HAZOP, "what-if" ou FMEA de processo para identificar causas e eventos.

Avaliar o risco sem protecao

Severidade, frequéncia da causa e exposi¢do, sem a camada em analise.

Aplicar método de SIL e obter o RRF

LOPA, risk graph ou matriz de risco - fator de redugdo de risco - faixa de SIL.

SIL ALCANCADO - projeto e verificacao

Documentar o SiL-alvo na SRS

Especificagdo de Requisitos de Seguranca orienta o projeto elétrico/eletrénico.

Projetar a arquitetura E/E/PE

Redundancia (1002, 2003...), cobertura de diagndstico e HFT necessarios.

Calcular o SIL alcangado

FMEDA de PFD/PFH a partir dos componentes reais e da arquitetura escolhida.

Validar, avaliar e manter

Avaliagdo independente (SIL 2/3) e plano de teste periddico de prova.

@ MICROCHIP



Comparativo de Niveis de Integridade

PFH IEC 61508 IEC 62061 ISO 13849 1ISO 26262 DO 178B )
. Nivel de Seguranca
(Falhas/10° h) (SIL) (siLcL) (PL) (ASIL) (DAL)
_ _ A — D, E

BAIXO

10.000 < PFH =< 100.000

3.000 < PFH < 10.000 1 1 B - C

1.000 < PFH < 3.000 C A —

100 < PFH < 1.000 2 2 D B =

10 < PFH < 100 3 3 E C B

1<PFH<10 4 — - D _

— — - — A ALTO

PFH : Probability of Failure per Hour (Probabilidade de Falha por Hora).

Fonte: Adaptado de Microchip — AN6322 — Functional Safey by Decomposition — e-Fuse/Arc Faul Detection Application Example

@ MICROCHIP



IEC 60730
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HIERARQUIA DE SEGURANCA E RISCO

Niveis de Criticidade de Software

Define se o software é responsavel por
prevenir perigos imediatos ou se é ndo-critico.

Aplicagoes Praticas por Classe

De controles de iluminagdo simples a
sistemas de combustéo de alto risco.

MATRIZ DE COMPARAGAO: REQUISITOS E APLICAGOES DAS CLASSES

CRITERIO CLASSE A CLASSE B CLASSEC
Objetivo de Fungdes nao relacionadas Prevenir perigos em caso Prevenir perigos sem
Seguranga a seguranga. de falhas de hardware. depender de outros protetores.
. . ; : Moderado (ex: Alto (ex: Exploséo ou
Nivel de Risco (O Baixo/ Inexistente 1 Sunerafieciiento) incéndio)
Exemplos de |:| Eletrodomésticos gerais | Desligamento térmico @5 Controles de queimadores
Aplicagao (ajustes de interface). (limites de temperatura). a gas automaticos.
Requisitos de Nenhum requisito Testes de CPU (Reg/PC), Diagndsticos exaustivos
Diagnéstico especifico de autoteste. RAM, Clock e CRC. para falhas de alto risco.

DETALHAMENTO DE AUTOTESTES (CLASSEB E C)
CPU e Program Counter mmom| RAM e Memoria Invaridvel
Verificagdo de bits presos e monitoramento de == = Testes de March X para SRAM e
fluxo via Watchdog Timer em modo janela. mO verificagdes de CRC para Flash/EEPROM.

MATRIZ DE CONFORMIDADE IEC 60730:
CLASSES DE SEGURANCA DE SOFTWARE

REQUISITOS TECNICOS DE
DIAGNOSTICO

Monitoramento de Integridade
do Hardware

Exigéncias de testes para CPU,
memoria e clock para garantir
operagao segura e continua.

Detecgdo de Falhas
“Stuck-at” e DC

Identificag@o de bits presos em
registradores e falhas de acoplamento
em memorias volateis.

Clock e Temporizac¢ao

Monitoramento da frequéncia do sistema para
detectar desvios fora da especificagdo técnica.

@ MICROCHIP
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Ciclo de Vida de Segurang¢a Funcional 1ISO 26262

35 Item Definition
36 Initiation of Safety
Lifecycle
8.7 Hazard Analysis,
Risk Assessment
38 Functional Safety
Concept
Y
4 Product
development:
! Y system level p— \J - eees r"“"""'; r
Operation : 5 | 6 ) Other ' -
i Planning T il Hardware || Software || ! technologies | ! CONNOABERI) | :
Level Level T T  lesaassanss I
11 Release‘ for
Production
7-5 Production o
‘ To other phases
7.6 Operation Service,

Decomissioning

External
Measures

Concept Phase

After SOP

Schitz, Bernhard & Voss, Sebastian & Zverlov, Sergey. (2015). Automating Design-Space Exploration: Optimal Deployment of Automotive SW-Components in an 1IS026262 Context *. 2015. 10.1145/2744769.2747912.

© 2026 Microchip Technology Inc. and its subsidiaries
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Projeto FuSa

Hazard Analysis and
Risk Assessment

) 1 )
Safety Goal Safety Goal Safety Goal

SGA

SGB

» 1 “a

» 1 A

Functional Safety
Requirement

Functional Safety
Requirement

SGC

Functional Safety
Requirement

FSRA

Technical Safety
Requirement

FSR B

» 1 4

FSR C

T

Technical Safety
Requirement

Technical Safety
Requirement

TSR A TSR B TSRC
|
»g Ta 3 Y
Hardware Safety Software Safety
Requirement Requirement
HSR X SSRY

© 2026 Microchip Technology Inc. and its subsidiaries
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Automotive Safety Integrity Level — ASIL

O ASIL é atribuido a um perigo e herdado de metas e requisitos de seguranca.

Gravidade do dano

S1 - lesdes leves e moderadas

S2 — lesdes graves e com risco de morte

S3 —risco de morte — sobrevivéncia incerta

Probabilidade de exposicao

E1 — probabilidade extremamente baixa
E2 — probabilidade baixa

E3 — probabilidade média

E4 — probabilidade alta

Controlabilidade pelo condutor

C1 —facilmente controlavel

C2 — normalmente controlavel

C3 —dificil de controlar ou incontrolavel

QM é Gestdo da Qualidade sem requisitos de Seguranca Funcional (FuSa)

O ASIL nao é uma propriedade de um elemento, como uma MCU.

37

Controllability

Severity Exposure C1 (simple) C2 (normal) C3 (difficult)

E1 (very low) am (0]} am

(light) E3 (medium) am am ASILA
E4 (high) QM ASILA
E1 (very low) am am

(severe) E3 (medium)

E4 (high)
El (very low)

(fatal) E3 (medium)
E4 (high)

© 2026 Microchip Technology Inc. and its subsidiaries
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ASIL

Failure merics for each ASIL level

Failure rate

SPFM(%)

Automotive Safety Integrity Level — ASIL

LFM(%)

A <1000 FIT Mot relevant Mot relevant
B <100 FIT a0 60
C <100 FIT 97 80
D

Low

<10 FIT

ASIL (Automotive Safety

99

ntegqrity Level)

90

High

* LFM significa Latent Fault Metric (Métrica de Falha Latente).

* FIT significa Failure In Time (Falha em Tempo). 1 FIT representa exatamente 1 falha a cada 10° (1 bilhdo) de horas de operagdo do componente.

* SPFM significa Single-Point Fault Metric (Métrica de Falha de Ponto Unico).

© 2026 Microchip Technology Inc. and its subsidiaries
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Instrument Cluster

Rear Lights Loss of Critical Data, Airbag
Both Side Failure, ASIL-B Inadvertent Deploy
ASIL-A ASIL-D
Rear View Camera Engine Management
No Valid Sensor Data, Unwanted Acceleration,
ASIL-Cto D

ASIL-B

Brake Lights Headl‘.ights..
Both Side Failure \ Both Side Failure,
' ASIL-B

ASIL-B
Radar Cruise Control

Inadvertent Braking,
ASIL-B

Antilock Braking
Unintended Full Power Braking, )

ASIL-D _
Active Suspension - Vision ADAS y Electric Power Steering
Suspension Oscillates, Incorrect Sensor Feedback, Self-steering,
ASIL-B ASIL-D

ASIL-Bto C

https://www.synopsys.com/glossary/what-is-asil.html @ MICROCHIP
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O que a Microchip oferece
para suportar projetos
com requisitos FuSa?



Functional Safety Packages

Functional Safety Manual FMEDA Reports Diagnostic Libraries

Y

e\

Hardware MicROCHIP Functional Safety

Safety Features Development Ecosystem

@ MICROCHIP
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MICROCHIP

Sicover  Users Guide Configuration ~ Summary  FMEDA Revision History Devices P

FMEDA DO DISPOSITIVO — Exemplo

F J K L M

FMEDA for Random Silicon Failures )

(Failure Modes, Effects, and Diagnostic Analysis)
CONFIDENTIAL AND PROPRIETARY

Selected product: “AVR32SD32
Intended Users of this document: Microchip's Customers and System Developers attempting to achieve compliance with 1SO-26262 Functional Safety requirements
Base Failure Rate model using SN29500 — FIT (Maximum FIT rate for the superset device)
Input De-Rating Factor (From Mission Profile) 3 1.00
Base Failure Rate after De-Rating factor 367.89 FIT
Safety Goal #1
ISO 26262 ASIL Level ASILC
Allowable PMHF budget for this item ) 10%
- Actual PMHF limit <10FIT
TH lTotal Hardwarel Failure Rate [1/h]: 367.89 FIT (Adjusted FIT rate for compensation factor)
- SR (Safety Related) Failure Rate [1/hr]: i 79.97 FIT Tty VOB s PO 8
- NSR (Non-Safety Related) Failure Rate [1/hr]: * 287.93 FIT
SPF (Single Point Fault) Failure Rate [1/hr]: T 0.00 FIT Aspr
RF (Residual Fault) Failure Rate [1/hr]: * 1.78 FIT ARe
MPF (Multiple Point Fault) Failure Rate [1/hr]: 49.72 FIT Ampr
- MPL (Mutti Point Fault Latent) Failure Rate [1/hr]: 497 FIT AP atent
- MPD/MPP (Multi Point Fault Detected/Perceived) Failure Rate [1/hr]: 4475 FIT JupD detected + PP perceived
SF (Safe Fault) Failure Rate [1/hr]: 28.46 FIT As

PMHF = ASPF + ARF + (AMPD,detected + AMPP,perceived) * AMPL,latent * Tlifetime
FIT 3 liser+ i) >

2. (“MPF perceived or detected * 43 )

SPFM - Single Point Fault Metric [%]: SPFM= 1S LM= S
LFM - Latent Fault Metric [%]: s siw h

4 —

@ MICROCHIP



Manual de Seguranca Funcional

Table of Contents X
5] Introduction .
dsPIC33AK128MC106 Functional Safety Manual :
= Table of Contents M||:|:|U:H|p
1. Abbreviations and
Definitions
P 2. Product Overview
3. Safety Measures Introduction
» 4. Diagnostic Mechanisms This document discusses requirements for the use of the dsPIC33AK128MC106 family as a Safety Element out
of Context (SEooC) in functional safety-relevant applications requiring high functional Safety Integrity Levels
P 5. Hardware Requirements (SlLs).
on System Level This document provides guidelines for the proper use of dsPIC33AK128MC106 devices in ISO 26262 ASIL B and
IEC 61508 SIL 2 rated applications. It guides the System Integrators with the steps necessary to integrate the
6. Software Requirements on product into their application.
System Level Several measures are prescribed as safety requirements, whereby the measure described was assumed to be

in place when analyzing the functional safety of these devices.
P 7. System Integrator

& R If one or more Safety Manual (SM) assumptions are not fulfilled, the System Integrators must show that
Responsibilities

an alternative solution is similarly efficient concerning the safety requirement in question or show that the
particular issue is irrelevant for their application (for example, the module is not used).

b 8. Metrics
If these alternatives are not possible, the System Integrators have to estimate how much the Failure rate
» 9. Provisions Against increases and the Failure metrics decrease due to the deviation. Otherwise, the FMEDA provided with the
Dependent Failures dsPIC33AK128MC106 family is not valid.
. This Safety Manual refers to the International Standard 1SO 26262, Second Edition 2018 and to the International
P 10. Systematic Failures Standard IEC 61508, Edition 2.0 2010-04.
» 11. Assumptions of Use Note: Although a higher system-level SIL/ASIL rating can be achieved with this product, this manual’s primary
(AoU) focus is on ISO 26262 ASIL B and IEC 61508 SIL 2 compliance. Diagnostic methods described within and

coverage calculations obtained from the FMEDA are used as a guide to determine additional compliance levels.
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SRAM

FLASH

GPIO

INTS

Rotinas de diagnostico

e SW_SRAM_REPLICATION_PRACTICE_01 (O)

e SW_SRAM_ECC_SINGLE_DOUBLE_ERROR_DETECTION_TEST_01(S,P,0)
e SW_FLASH_ECC_SINGLE_DOUBLE_ERROR_DETECTION_TEST_01(S,P,0)
e SW_FLASH_INTEGRITY_READ_PRACTICE_01(P,0)

e SW_FLASH_WRITE_VERIFY_PRACTICE_01(O)

e SW_FLASH_MEMORY_CRC_PRACTICE_01(S,P,0)

e SW_GPIO_PORTS_INPUT_PRACTICE_01(S,P,0)

e SW_GPIO_PORTS_OUTPUT_TEST_01(S,P,0)

e SW_GPIO_ACTIVITY_CHECK_01(O)

e SW_GPIO_PORTS_INTERRUPT_GENERATION_TEST_01(S,P,0)

e SW_GPIO_PPS_OUTPUT_CONNECTION_TEST_01 (S,P,0)

e SW_I0_MONITOR_TEST_01 (S,P,0)

e SW_INTERRUPT_SERVICING_TEST_01 (S,P,0)

e SW_EXTERNAL_INTERRUPT_TEST 01 (S,P,0)

e SW_INTERRUPT_FREQUENCY_CHECK_01(0)

e SW_HARD_TRAP_TEST_01(S,P,0)

e SW_ISR_CLEARED_CHECK_01(0)

TIMER ¢ SW_TIMER_FUNCTIONAL_TEST_02(S,P,0)

CPU

UART

ADC

e SW_TIMER_LINEARITY_TEST_01(P)

e SW_CPU_REGISTER_RESET_STATE_TEST_01(S)

e SW_CPU_CONTROL_REGISTER_TEST_01(S,P,0)

e SW_CPU_SELF_TEST_01(P,0)

e SW_UART_AUTOBAUD_TEST_01(S,P,0)

e SW_UART_FLOW_CONTROL_TEST_01(S,P,0)

e SW_UART_LOOPBACK_SELF_TEST 01 (S,P,0)

e SW_UART_RX_FUNCTIONAL_TEST_01(S,P,0)

e SW_UART_STATUS_MONITOR_TEST_01(S,P,0)

e SW_UART_TX_FUNCTIONAL_CHECK_01(0)

e SW_LIN_CHECKSUM_TEST_01(S,P,0)

e SW_LIN_RX_FRAME_TEST_01(S,P,0)

e SW_LIN_TX_FRAME_TEST_01(S,P,0)

e SW_ADC_BOUNDARY_MONITOR_TEST_01(S,P,0)
e SW_ADC_LINEARITY_MONOTONICITY_TEST_01(S,P,0)
e SW_ADC_STARTUP_TEST_01 (S,P,0)
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Pacotes de Seguranca Funcional

ISO 26262 - Automotive Functional Safety Packages Overview
IEC 61508 - Industrial Functional Safety Packa

es Overview

Functional Safety
Basic Package (BPACK)

Functional Safety
Sample Package

Functional Safety

Packages Standard Package (SPACK)

Sales channel (Free) Microchip Direct and Distribution

Sample FMEDA
Sample Safety Manual
IEC 60730 library

FMEDA
Safety Manual
Selected Diagnostic library@®

FMEDA

Describti
escription Safety Manual

Products covered Generic One device family One device family
Validity N/A Updates include for one year
Price (8-bit MCUs) Free $999(23) $1999(2)(3)
Price (32-bit MCUs) Free $999(23) $4999(2)(3)
Price (dsPIC) $3000 $10000

Download via
Microchip Direct

Distribution of

e Microchip Web

Download via Microchip Direct

Terms and Conditions

Registration Registration and CLA

Notes (1) Highly recommended to use XC Functional Safety Pro compiler with the diagnostic library

For 8 bit MCUs, does not include peripheral diagnostics / 32 bit MCUs, core diagnostics include CPU self test library and selected peripheral modules.
Price and Selected diagnostic library detail is available in mD

(2) Above price is negotiable via BDM/CMT.

(3) mD download login validity time is 18 months. BDM/CEM can reach out, or customer can contact us to extend.
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Pacotes de Seguranc¢a Funcional

* Relatorios de Classificagao e Analise
CERTIFICATE
No. Z10 106936 0001 Rev. 02 * Gen 4/5 HW TOOlS
el il o * MPLAB Analysis Tool Suite (Free)

Chandier AZ 85224
usa

Certification Mark: ® MPLAB X IDE (Free)
TV * MPLAB XC32/XC-DSC/XC8 (Free)
Product: Software Tool for Safety Related Development * LIBERO (FPGA E SOC) (Algumas versoes FREE)

Model(s): MPLAB® XC8 C Compiler . . . ~ .
MPLAD® XC32 CXcrs Coper * Relatdrios de qualificacao de compiladores
Parameters: The compiler Is qualified to be used In safety-related software

SRTSEERL SIS, * Manual de seguranga funcional do compilador
* Relatério da TUV sobre o certificado

IEC 62302,
The report MC34532C Is a mandatory part of this cerificate.

Tested 150 26262-6:2018

according to: R Sl . -
s e * Escopo da certificagao

The procuct was tested on a voluntary basis and complies with the essential requinemenis. The | o oo o o o o o o o o o o o e e e e e e e e e e mm mm Em Em e e e e e e e e e e e e e e e e e e e e e e e
carsfcation mark shown above can be afMxed on the product. It is not permitied 1o alter e |_ 1
S et T T 0 4 e . s 4 e e A e I SW006023-FS4-39 - MPLAB XC32 COMPILER FUNCTIONAL SAFETY PACKAGE-VERSION 4.39 I
requirements of the Tesing, C and Requiations of TUV SUD Growp 1 m |
have o be complizd. For cetalls see: W Liveud. com/pe-cen 1 XL This is not an actual compiler! If you do not have an MPLAB XC Functional Safety License already, do NOT purchase this product. This product is purchased only as a download. |
COMPILER
Test report no.. MCa4582C 1 v
Vailld until: 20230528 v This MPLAB XC32 Compiler Functional Safety Package provides all the documentation and reports needed to help qualify your development environment for multiple functional 1
Dats. 2024-05-31 1 safety standards. This package is only applicable to MPLAB XC32 C-Compiler v4.39. 1
| 3 View Product Details 1
|
( PeterWein ) | Standard Pricing (No Quote Required) @ !
1 Quantity USD per Unit In Stock Now . !
4 $924.00 Downloadable version only 1
| e e e e e e e e e e e e e e e e e e —————— - N 4
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Produtos
Microchip
com suporte
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Leading Total Systems Solutions Provider

High-performance standard and specialized Mixed-signal,
mixed-signal Microcontroller, Analog, Clock
Digital Signal Controller Interface and timing
and Microprocessor and Security solutions
solutions solutions

WTE S
and Wired FPGA
connectivity solutions
solutions

Non-volatile EEPROM
and Flash memory
solutions

Flash IP
solutions

SMART | E(]NNEETE{]‘I SECURE SMART | CONNECTED | SECURE
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PORTFOLIO DE CPUs

32-bit MCUs & MPUs PIC64 Family of 64-bit MPUs

PIC® MCUs PIC® MCUs PIC® MCUs SAM MPUs Quad-Core Octal-Core

AVR® MCUs dsPIC® DSCs dsPIC® DSCs 5K DMIPS TSN Switch, Vectors SoC FPGA
26K DMIPS
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MCUs 8 bits - AVR

https://www.microchip.com/en-us/products/microcontrollers/8-bit-mcus/avr-mcus

AVR® EA MCUs 16-64KB 2848
20 MHz

AVR DU MCUs 16-64KB  14-32
24 MHz

AVR DD MCUs 16-64 KB 14-32 %) 9]

24 MHz

AVR EB MCUs 16-64 KB 14-20 i} @ .

20 MHz

AVR 5D 16-32KB 20-32 . .
Dual AVR Core, 20 MHz ASIL C

AVR DB MCUs
24 MHz

SIL2

Ay
- |

Q
3
°
)

‘e o @ o [

32-128 KB 28-64

AVR DA MCUs 32-128 KB 28-64 . . .
24 MHz
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MCUs 8 bits - AVR

https://www.microchip.com/en-us/products/microcontrollers/8-bit-mcus/avr-mcus

AVR® EA MCUs 16-64KB 2848
20 MHz

AVR DU MCUs 16-64KB  14-32
24 MHz

AVR DD MCUs 16-64 KB 14-32 %) 9]

24 MHz

AVR EB MCUs e o @

20 MHz

AVR SD

* o o o o |l

16-32KB 20-32

Dual AVR Core, 20 MHz .

AVR DB MCUs
24 MHz

ASIL C/SIL2
Compliant

32-128 KB 28-64

AVR DA MCUs 32-128 KB 28-64 . . .
24 MHz

@ MICROCHIP

© 2026 Microchip Technology Inc. and its subsidiaries



MCUs 8 bits - AVR

https://www.microchip.com/en-us/products/microcontrollers/8-bit-mcus/avr-mcus

AVR® EA MCUs 16-64KB 2848
20 MHz

AVR DU MCUs 16-64KB  14-32
24 MHz

AVR DD MCUs 16-64 KB 14-32 %) 9]

24 MHz

o o0 o

AVR EB MCUs
sk 16-64KB 1420 (=] &

AVR SD
. 16-32 KB 20-32
-E Dual AVR Core, 20 MHz . .

%

ASIL C/SIL 2 :
« Gaplact |2

AVR DB MCUs
24 MHz 8 ®

32-128 KB 28-64

AVR DA MCUs 32-128 KB 28-64 . . .
24 MHz
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53

— Familia de MCUs com Segurang¢a Funcional Aprimorada

Projetado em conformidade com a norma de seguranca funcional ISO 26262 para aplicacées ASIL C/SIL 2

Dual-core lockstep CPU

20 MHz CPU clock speed
Flash/SRAM/EEPROM with ECC:
512B User row

256B Key storage

Faixa de tensdo de alimentagdo 2.7V — 5.5V 4
Industrial and extended temp range

+  -40°Cto 85°C and -40°C to 125°C * 2x Zero-Cross Detectors (ZCD)
Caracteristicas especiais

* Circuitos Analagicos

¢ 2x 10-bit single-ended ADCs
* 1x 10-bit DAC

* 3xanalog comparators

* Watchdogs

Multi-Voltage 10 (MVIO)
* Asynchronous Window Watchdog (WDT)

Event System (EVSYS)
_ _ * Synchronous Window Watchdog (SWDT)
* Configurable Custom Logic (CCL)

*  Programming and Debug Interface Disable (PDID)

Automotive-grade ordering codes (VAO suffix) are set up on request and not listed in Available Product Numbers.
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AVR® SD MCU — Familia de MCUs com Seguranca Funcional Aprimorada

Projetado em conformidade com a norma de seguranca funcional ISO 26262 para aplicacdes ASIL C/SIL 2

Flash/SRAM/EEPROM

64KB/8KB/2568 AVR64SD28 | AVR64SD32 AVR64SDAS
20-pin 28-pin 32-pin 48-pin
SSOP SSOP TQFP TQFP
VQFN VQFN VQFN
SPDIP

Automotive-grade ordering codes (VAO suffix) are set up on request and not listed in Available Product Numbers.
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AVR® SD MCU

Mapa da Memdria

55

Flash

APPCODE
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AVR® SD Microcontroller

i A

Dedicated
Error

= _—
- ausn..ﬁ(atm:(F'anh,Prmected{‘i
|
|

DUAL CORE | Voltage

Regulator
{ Monitor

Cyclic
Redundancy
Check (CRC)

Memory Scan \
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Core Independent Safety (CIS)

Enables Real-Time Safety and Reduce CPU Load

SRAM Flash

Lock-step with ECC with ECC BUS Error
CPUs Detector

Voltage
Monitors

Safe BOR

Dual Clock-Frequency
Watchdog E  MICROCHIP Monitors
8-bit MCUs

—

Safe Reset and 1/0O Floating

. A8\ MicrocHP

© 2026 Microchip Technology Inc. and its subsidiaries



AVR32SD32 (EV75S16A) Curiosity Nano Evaluation Kit

@ MICROCHIP



Figure 3-1. High SIL e-Fuse Practical Architecture
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P— https://mu.microchip.com/

UNIVERSITY

Welcome to Microchip University! Let us help you unleash your potential in the
world of embedded control.

Microchip has been delivering superior technical education to our clients for more than two decades.

Now our online platform empowers you to master the art of designing robust embedded control
systems whenever and wherever you want - all for free!

We are adding new courses monthly. Check back often and see what awaits you, and let's engineer the
future together!

_# Ask MU Al Tutor - Find it on the top right corner in any chapter!

* Summarize the key points « Explain details that you care about

« Create your own quiz for your interest « Get specifics in various languages and much more ...!

MU
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Obrigado !!!

@ rogerio.moreira@microchip.com
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sMaRT | connecTeD [ SecuRe jeferson.staudt@microchip.com
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